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Introduction and Objectives 

The Shire of Toodyay is committed to maintaining essential services and operational resilience in the event of disruptions such 
as natural disasters, cyber incidents, infrastructure failures, or emergencies. To do this, it is important to remember the four 
phases of Business Continuity and Disaster Recovery which are detailed below.  

 



 

Shire of Toodyay Business Continuity Plan Page 2 of 126 

This Plan establishes a framework for risk preparedness, response protocols, and 
recovery strategies to safeguard the community and ensure minimal service 
interruptions and the continuation of essential services during and after disruptions. 

Whilst the Business Continuity part of this plan focuses on maintaining operations 
during an event, the Disaster Recovery part of this plan focuses on restoring systems 
and services after an incident.   

This plan is aligned with the Shire’s risk management framework, aimed at ensuring 
the continuity of business operations, with minimal disruption, in the event of a 
disaster.  Before a disaster it is imperative that the Shire is well prepared for such an 
event, whether it would be as devastating as fire or as minimal as a blackout.   

A disaster is defined as a serious disruption to the functions of the Shire causing 
widespread human, economic or environmental loss or disturbance.  Such disasters 
can include incidents like fire, flood, earthquake, epidemic or pandemic. 

The objectives of the Plan are to: 

• ensure the Shire is prepared prior to an event occurring; 

• ensure the continuation of normal operations during a disruption, including public 
safety, infrastructure management and administrative functions even if it's 
severe.  

• Identify critical functions and systems and prioritise functions based on a 
business impact analysis to maintain an effective disaster response that will 
mitigate risks and minimise operational downtime; 

• Have a strategy in place for maintaining operations during a disruption including 
having a communication plan to keep stakeholders informed.  

• Have a systematic plan to follow any incident or disaster and strengthen resource 
allocation and staff preparedness to handle disruptions efficiently. 

• Minimise financial effects and impacts on service delivery targets in the event of 
a disruption. 

• Protect Council’s assets and reputation through the development of 
organisational resilience and restore normal operations as quickly as possible.  

Following a disaster, the Shire must be prepared to focus on restoring all critical 
business operations as soon as possible.  In the event of a high-impact disaster, such 
as fire, the relocation of Shire operations may be necessary.   

This plan will provide a structured approach to responding to and recovery from events 
that affect business continuity through the implementation of preventative measures 
and recovery procedures.  The plan prioritises continuity of essential services, 
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2. Regularly identify and evaluate potential risks to business 
operations 

The Shire’s Risk Management Framework, adopted by Council, is the tool 
used by the Shire that outlines specific methodologies for identifying, 
assessing and prioritising risks.   

The Shire of Toodyay's Risk Management Framework covers a 
comprehensive range of risks to ensure the safety and continuity of its 
operations. Here are some key areas it addresses: 

1. Natural Disasters: Risks related to bushfires, floods, and other natural 
events. 

2. Operational Risks: Risks associated with the day-to-day operations of 
the Shire, including service delivery and infrastructure maintenance. 

3. Financial Risks: Risks related to financial management, including 
budgeting, investments, and financial reporting. 

4. Compliance Risks: Risks associated with adhering to laws, regulations, 
and standards. 

5. Reputational Risks: Risks that could impact the Shire's reputation and 
public trust. 

6. Strategic Risks: Risks that could affect the achievement of the Shire's 
long-term goals and objectives [1]. 

The Shire conducts annual risk assessments to identify potential disasters or 
threats including bushfires, floods, severe storms, cyberattacks, and critical 
infrastructure failures.  

The Shire takes a proactive and reactive approach which focuses on 
maintaining essential functions during a disruption.  This involves planning and 
preparing to ensure that business operations can continue with minimal 
disruption which requires contingency plans to be in place that are more 
detailed and technical and steps to restore IT systems, data and infrastructure 
after a disaster. 

The Shire of Toodyay's bushfire preparedness and resilience strategy is 
designed to mitigate risks, enhance community safety, and ensure continuity 
during and after bushfire events. Its key objectives are: 

• Improving egress and evacuation options in legacy subdivisions. 

• Enhancing bushfire mitigation and emergency water infrastructure. 

• Strengthening community engagement, staffing, and GIS capabilities. 
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• Clarifying and managing easement liabilities. 

• Providing a refined set of 44 actionable recommendations. 

The report outlines a strategic, data-driven, and community-focused approach 
to bushfire preparedness. It emphasises the need for long-term investment, 
inter-agency collaboration, and proactive planning to enhance the resilience 
of the Shire of Toodyay against increasing bushfire threats. 

You can explore more details in the Bush Fire Preparedness and Resilience 
Strategies document or the Fire Prevention and Preparedness page.  
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Focus on Recovery Processes 

After a disaster has occurred, the Shire must focus its resources on the process of recovery. This involves restoring all critical 
business functions, informing significant parties of the situation and providing the necessary support to Shire Officers and the 
community. 

The overall impact of a disaster on Council activities may be devastating; however, with the implementation of this Business 
Continuity and Disaster Recovery Plan, the Shire may adequately prepare itself for the event of a disaster and reduce the potential 
impact of a devastating situation.
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3. Implement frequent and secure data backup procedures to 
ensure data integrity. 

To make sure important data is protected and stays reliable, the Shire works 
with an IT provider, XL2, to handle its technology services. XL2 is 
responsible for setting up strong backup procedures to prevent data loss and 
ensure everything runs smoothly, even during disruptions. 

Regular System Maintenance 

To keep things running properly, hardware and software systems go through 
routine check-ups. These maintenance checks help catch potential issues 
before they become bigger problems, making sure everything stays secure 
and functional. 

Quick Support When Needed 

Technology isn't perfect, and problems can pop up unexpectedly. To deal 
with this, the Shire has a service-level agreement (SLA) with its IT provider. 
This means XL2 is committed to offering fast and reliable support whenever 
there’s an issue, ensuring that any disruptions are resolved as quickly as 
possible. 

Real-Time Monitoring 

A system health dashboard is used to keep an eye on critical IT components 
in real time. This helps detect problems early, allowing for quick fixes before 
they affect important operations. With this constant monitoring, the Shire can 
act fast to maintain data integrity and keep its systems secure. 

By taking these precautions, the Shire ensures that its data is always backed 
up, protected, and ready to be restored in case of any issues. This proactive 
approach helps maintain reliability and security for both the Shire and the 
community it serves. 

Recovery Point Objectives (RPOs) 

In addition to Recovery Time Objectives (RTOs), the Shire defines Recovery 
Point Objectives (RPOs) for critical systems to ensure minimal data loss. The 
RPO for financial, records management, and communications systems is set 
at 24 hours. Backups are scheduled accordingly and tested quarterly to 
ensure compliance. 
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4. Develop and maintain comprehensive emergency response 
and communication plans. 

When disaster strikes, the Shire immediately puts its Local Emergency 
Management Arrangements (LEMA) into action when dealing with external 
threats to our community.   

The LEMA aims to ensure preparedness and coordination among agencies 
and stakeholders for managing external emergencies within the local 
government. While the arrangements primarily focus on emergency response 
and resilience, they also incorporate elements of business continuity and 
disaster recovery planning. 

Key aspects include: 

• Coordination and Communication: The arrangements emphasise 
collaboration between local authorities, emergency services, and 
community stakeholders to maintain essential functions during 
disruptions. 

• Documented Plans: The LEMA includes evacuation principles for 
managing emergencies, which indirectly support business continuity by 
ensuring structured responses. 

• Community Engagement: Feedback from the community and 
stakeholders is integrated into the arrangements, enhancing adaptability 
and resilience. 

For more specific details, you can explore the LEMA document.  

For threats to the Shire’s infrastructure these are considered threats that are 
dealt with internally by the Shire as a local government agency. 

The main priorities will be limiting damage, protecting public safety, and 
launching recovery efforts as soon as possible.  Refer to the Communication 
Protocols section. 

Community Engagement 

The Shire will aim to engage community representatives in the review and 
testing of emergency plans. Feedback will be collected through forums, 
surveys, and post-incident debriefs to ensure the plan reflects community 
needs and expectations. 
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6. Conduct regular training sessions to ensure all employees are 
aware of disaster protocols. 

To maintain a well-prepared workforce capable of responding effectively to 
emergencies, the Shire will implement comprehensive training initiatives: 

• Provide ongoing education for staff on new systems, processes, and 
protocols. 

• Ensure thorough inductions, targeted training, and proper supervision 
for replacement personnel. 

• Develop a backup staffing pool and cross-train employees to 
safeguard critical functions during workforce shortages. 

• Educate staff on emergency procedures and define their specific 
roles.  

• Conduct routine drills to familiarise personnel with the setup of primary 
or secondary locations, ensuring they can operate efficiently under 
pressure. 

Internal Dependencies: Staff Availability 

• Keep an up-to-date contact list of all employees and their designated 
business continuity responsibilities. 

• Establish a staffing contingency plan to effectively reassign duties in 
case of absences. 

• Implement cross-training strategies to maintain continuity of essential 
functions despite staffing shortages. 
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7. Establish redundant systems and infrastructure to minimise 
downtime during disruptions 

The Shire of Toodyay aims to implement several strategies to establish 
redundant systems and infrastructure for business continuity and disaster 
recovery such as: 

1. Backup Power Systems – The Shire has installed generators to 
ensure essential services remain operational during power outages. 

2. Cloud-Based Data Storage – The Shire utilises cloud solutions to 
store critical data securely, allowing quick recovery in case of system 
failures. 

3. Multiple Communication Channels – The shire has an SMS system 
that can be used as an alternative communication method. Other 
examples available to the Shire are radio networks, to maintain 
contact during emergencies. 

4. Geographically Distributed Infrastructure –key services are hosted 
in multiple locations to prevent a single point of failure. 

5. Regular Testing & Drills – The Shire conducts routine disaster 
recovery exercises to ensure staff are prepared for disruptions. 

6. Partnerships with Nearby Councils – The Shire regularly liaises 
with neighbouring Councils through the Avon Regional Organisation 
of Councils (AROC) and would collaborate with those shires to share 
resources and support during crises. 
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10. Develop and document detailed business continuity plans 
tailored to different types of disruptions. 

This plan is the Shire’s detailed business continuity plan tailored to 
disruptions identified in Section 2 and disruptions caused by a pandemic is 
specifically detailed in a separate section of this plan below. 

10.1 Pandemic preparedness and response plan 

The following outlines the Shire’s pandemic preparedness and 
response strategy to protect public health, ensure service continuity, 
and support community resilience.  

In situations where global pandemics are declared by the World 
Health Organisation the State government may declare a state of 
emergency and a public health emergency. When COVID-19 occurred 
in 2020 various measures ranging from border restrictions, snap 
lockdowns, mandatory masks, travel restrictions between regions, 
event cancellations, social distancing requirements and mandatory 
vaccinations were implemented to contain the spread of COVID-19 in 
Western Australia.  

Objectives 

• Protecting the safety and well-being of our people (including clients, 

councillors, staff, volunteers, contractors, suppliers and the wider 

community). 

• Assisting to slow the spread of the virus in our community. 

• Ensuring the continuity of essential Shire functions and services. 

• Preparing for recovery of the Shire and the community and 

businesses will be a priority after the pandemic. 

Task 1: Governance and Leadership 

The Incident Response and Management Team will be responsible 
for coordinating preparedness and response activities such as: 

❖ Defining the roles and responsibilities for key personnel, 
including emergency coordinators, health officials, and 
operational leads including who will function as the Pandemic 
Response Coordinator to oversee decision-making, reporting, 
and implementation of communication; 

❖ Ensuring alignment with relevant public health laws, 
emergency management acts, and pandemic response 
regulations. 
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❖ Maintaining compliance with federal and state directives issued 
by health authorities and governing bodies. 

❖ Implementing remote work policies for non-essential staff to 
maintain service continuity. 

❖ Ensuring protective equipment and sanitation supplies are 
stocked for essential workers. 

❖ Securing supply chain agreements with vendors for pandemic-
specific resources. 

❖ Enforcing social distancing, mask mandates, and hygiene 
measures, as necessary. 

❖ Implementing workplace safety protocols for government 
offices and service centres. 

❖ Developing a pandemic communication framework to ensure 
timely updates to residents, businesses, and stakeholders. 

❖ Utilising multiple channels (official websites, social media, radio 
broadcasts) for announcements. 

❖ Transitioning services online where possible to ensure 
accessibility. 

❖ Establish mental health and social support programs for 
affected individuals. 

❖ Conduct a post-pandemic review to analyse response 
effectiveness and areas for improvement. 

❖ Revise pandemic preparedness strategies based on real-world 
application and feedback. 

❖ Regularly review and update pandemic protocols based on 
emerging health risks. 

Task 2: Key messaging 

Key messaging is crucial regarding any advice from the Federal and 
State governments to the Shire.    Safety Plans are located here: 
W:\OSH\COVID. 

Objectives: 

• The safety of our people (councillors, staff, volunteers, 
clients, contractors, community members) is the highest 
priority; 
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• The Shire will be advised by the health directives of the 
Federal and State governments; 

• We have a responsibility to continue to support and serve our 
community; 

• An appropriate governance structure is required to ensure 
effective management of resources during a pandemic 
event; 

• Business continuity and recovery are a priority but will be 
considered in accordance with health directives; 

• Everyone should maintain a calm and rational approach 
during this time and support neighbours and the community 
wherever possible; 

• Everyone should refer to the Federal and State government 
websites for the most up to date information at 
https://www.healthywa.wa.gov.au/COVID19 or 
https://www.wa.gov.au/government/covid-19-coronavirus 

Task 3: Workforce Implications 

The Shire will develop a matrix to provide a framework for staff 
working from home. The matrix will include the following: 

• Hardware and software available including connectivity; 

• Work function (essential services); and 

• Personal circumstance (i.e. the closure of schools will affect 
those staff with school-aged children). 

Refer to the Working from Home Business Operating Practice.  
Agreements would require to be signed by any person 
permitted to work from home. 

❖ Meetings 

The Shire would restrict all non-essential face to face 
meetings between staff and with the community. 
Measures would be put in place to allow meetings to 
take place via electronic means. 

❖ Employee travel 

To ensure the welfare of our staff, the following 
measures would be implemented: 



 

Shire of Toodyay Business Continuity Plan  Page 50 of 126 

• One person per vehicle where practicable. 

• Requests for attendance at seminars, 
conferences and workshops etc will not be 
approved. 

• Limit travel for the collection of goods/services. 

• Staff to provide notification of intra-state travel 
to enable tracking in the event of virus 
transmission. 

❖ Employees who are unwell 

Employees who are unwell must not attend work and 
can access personal/carer’s leave as per usual. 

❖ Special Leave 

The CEO may consider granting special leave to 
employees who: 

• have contracted a virus. 

• need to care for another person who has also 
contracted a virus or is also required to isolate 
themselves; or 

• cannot access school or other care 
arrangements because of the pandemic; or 

• are otherwise prevented from working because 
of the pandemic. 

Leave may be made available after an employee’s 
existing paid personal, carers and sick leave and RDO 
credits have been exhausted.  

The leave is: 

• paid leave, with pay calculated in the same way 
as for annual leave, excluding leave loading. 

• does not affect existing annual leave or long 
service leave accruals. 

• not accruable; and 

• available to all full and part-time employees. 

❖ Casuals 

The Shire will work with the casual workforce to identify 
and offer other work opportunities during this time. 

❖ Stand Down Provisions 

Where an employee’s award or Enterprise Bargaining 
Agreement does not make provision for stand down of 
employees the Fair Work Act 2009 applies. Section 
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521(1)(c) of the FW Act provides that an employer may 
stand down an employee during a period in which the 
employee cannot usefully be employed because of a 
few circumstances, including stoppage of work for any 
cause for which the employer cannot reasonably be 
held responsible. 

The Shire will consider the following before standing 
down employees. 

• Opportunities for work in other areas. 

• Possibility of working from home. 

• Delivery of online services. 

• The potential duration of the stand down 
period. 
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13. Regularly Test and update your continuity plans through 
simulations and drills to ensure effectiveness.  

The Shire conducts regular audits and is tested through drills and simulations 
to refine emergency response procedures. This ensures this plan remains 
relevant, accurate and useful.   

After an event it is important to assess and evaluate the performance of the 
response strategies within the plan, highlighting what was well handled and 
what could be improved upon next time as this feedback can then be 
incorporated into the plan from staff and stakeholders.  

Compliance and Recovery Reports ensure ongoing readiness, and staff 
training programs to reinforce preparedness and improve response 
effectiveness thereby reinforcing continuity planning. The Business Continuity 
Plan is updated annually to reflect new risks, technological advancements, 
and community needs. 

Plan Effectiveness Metrics 

Post-disaster evaluations ensure continuous improvements in response 
strategies. Recovery reports can improve contingency measures and stronger 
risk mitigation strategies for future preparedness can be written. 

The Shire will aim to track key performance indicators (KPIs) to evaluate the 
effectiveness of continuity planning, including: 

• Time to restore critical services (RTO compliance); 

• Staff participation in drills; 

• Stakeholder satisfaction post-incident; and 

• Number of issues identified in simulations These metrics will inform 
annual updates to the plan. 

14. Develop a clear communication strategy to keep stakeholders 
informed during and after a disruption 

14.1 Communication Protocols 

During and after a disruption, keeping people in the loop is essential. 
The Shire uses multiple communication channels—SMS, email, 
website updates, radio, and social media—to ensure that everyone 
gets timely updates.  

At the same time, the incident response team members are mobilised 
to manage recovery efforts that may or may not include relocating a 
critical service to another location.. 
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Who Needs to Be Informed? 

• Internal Communication: Staff and volunteers need regular 
updates about the situation, evacuation protocols, and safety 
measures in place. These are sent through emails, SMS 
messages, or meetings to make sure everyone knows their 
role in the response. 

• External Communication: Emergency services, local 
government, and the public all need reliable information. Clear 
coordination with emergency services and local authorities 
ensures that rescue efforts run smoothly and critical decisions 
are made quickly. 

How Information is Shared 

• Staff Updates: Employees receive regular notifications via 
email, SMS, or direct meetings to stay informed about safety 
procedures and operational changes. 

• Public Alerts: Social media, website updates, and local 
media announcements help get the word out fast. Utility 
providers also play a key role in ensuring services are 
restored as a priority during emergencies. 

• Emergency Services Coordination: Strong communication 
with fire departments, police, and medical services helps align 
recovery and response efforts. Sharing emergency response 
plans with local authorities ensures a well-organised 
approach, and joint drills help test response effectiveness. 

• Real-Time Recovery Updates: SMS and email alerts inform 
stakeholders about recovery progress, ensuring everyone 
knows what steps are being taken to restore normal operations. 
Re-establishing internet and telecommunication services 
quickly is also a top priority. Direct and immediate notifications 
to residents and impacted individuals during critical incidents. 

Ways to Keep People Updated 

• Written Announcements: Updates are published on the 
Shire's website, emailed through newsletters, and posted in 
public spaces. 

• Social Media Posts: Real-time updates are shared on 
platforms like Facebook to reach a wider audience. on the 
official Shire website and other social media channels. 

• Press Releases: Official statements / Press releases are sent 
to local media, newspapers, radio and television as well as 
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regular briefings shared through radio, newspapers, and TV to 
keep the public informed. 

• Community Meetings: Stakeholder engagement and public 
reassurance is provided via  

a) Community dedicated hotlines and direct inquiry 
channels will be set up for residents to receive timely 
responses. 

b) Regular briefing schedules will be maintained, 
ensuring updates every few hours or as new 
information becomes available. 

c) Public forums or emergency meetings will be 
organised for community concerns, ensuring direct 
engagement and reassurance and allowing people to 
ask questions, voice concerns, and hear the latest 
recovery progress in person. 

• Visuals: Charts, infographics, and progress bars help 
illustrate key recovery milestones in a clear and easy-to-follow 
format. 

By using a well-organised communication plan, the Shire ensures 
that information flows smoothly, people stay informed, and recovery 
efforts are coordinated effectively. 

14.2 Crisis Communications team responsibilities 

During a crisis, clear, timely, and accurate communication is critical to 
maintaining public trust, ensuring safety, and minimising uncertainty. 
This plan provides a structured approach for the Shire of Toodyay to 
manage communications, designate spokespersons, utilize effective 
channels, and keep the community informed throughout the crisis. 

A dedicated team led by the CEO or Executive Managers will oversee 
crisis communication efforts. 

The CEO manages interactions with journalists, press statements, 
and official Shire responses. 

Primary Spokesperson:  

The Shire President or Chief Executive Officer (CEO) will act as the 
primary spokesperson, ensuring accurate and consistent messaging. 
Their responsibilities are delivering key messages to the media, 
stakeholders, and the public. 

Support Spokespersons:  
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Within the first hour of a crisis, an official statement will be prepared, 
ensuring transparency and providing the public with verified 
information. This acknowledges the crisis and provides preliminary 
information. 

Maintain Regular Updates  

Share new developments at scheduled intervals, ensuring consistent 
messaging. 

Respond to Community Concerns 

Address inquiries via social media, hotlines, and public meetings. 

Monitoring & Evaluation 

The Shire’s Incident Response Team will track media coverage, social 
media interactions, and public sentiment to address misinformation, 
track reactions and adjust communication strategies if needed. 

Post-Crisis Review:  

Post-crisis evaluations will analyse and assess response 
effectiveness, community feedback, and identify areas for 
improvement.  Lessons learnt will be integrated into this Plan to 
strengthen future readiness. 

Training & Preparedness:  

Conduct regular drills to improve crisis communication readiness. 

15. Immediately activate your business continuity and disaster 
recovery plans upon identifying a disruption. 

When a disruption occurs, the Shire acts immediately to minimise damage and 
restore normal operations as quickly as possible. The Business Continuity and 
Disaster Recovery Plan is set in motion, focusing on protecting key services 
while finding alternative ways to keep things running smoothly. 

Step-by-Step Response 

1. Keeping people informed 

The first priority is informing everyone who needs to know—staff, 
Council members, the community, stakeholders, and authorities. 
Refer to the Communication protocols section. 

2. Assess the Situation 
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Once the emergency response begins, teams evaluate the immediate 
impacts. They check which services have been affected, identify 
infrastructure damage, assess safety risks, and figure out operational 
challenges. IT systems and essential services are also reviewed to 
determine the next steps. 

 

 

3. Keep Services Running 

To maintain operations, the Shire puts business continuity measures 
in place. This could mean setting up temporary work locations, 
enabling remote work, activating response teams, or bringing in extra 
staff to help manage the situation. 

4. Support the Community 

Helping people is a priority. The Shire provides emergency 
assistance, evacuation plans, and healthcare services to those 
affected. Regular community updates ensure that people know what 
support is available and how they can access it. 

5. Monitor and Adapt 

Emergencies can change quickly, so the response plan isn’t static. 
The Shire continuously evaluates the situation, adjusts strategies, and 
redirects resources as needed to improve recovery efforts. 

Coordinating with External Agencies 

To handle disruptions effectively, the Shire works closely with emergency 

services, government agencies, and community organisations. Strong 

partnerships ensure a unified response and access to additional resources 

when needed. 

Keeping Track and Staying Flexible 

• If necessary, operations may relocate to temporary facilities. 

• A real-time monitoring system tracks the disaster’s impact on 

infrastructure and services. 

• Regular assessments help identify any new threats or challenges, 

ensuring the response plan is adjusted accordingly. 

Keeping the Public Informed 

• Updates: The Shire keeps people in the loop through website posts, 

social media, and local news. 
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• Community Engagement: Open communication is essential—

feedback from residents helps address concerns and maintain 

transparency. 

• Infrastructure Repairs: Critical repairs and maintenance are 

prioritised to restore essential services as soon as possible. 

 

Securing Facilities 

• Access to physical buildings is managed carefully, with keys or cards 

assigned to authorised personnel. 

• A backup entry system, like mechanical keys, is kept in place for 

security and accessibility. 

By following these steps, the Shire ensures a fast, effective response to 

disruptions while keeping the community safe and informed. 
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Technological Risks 

In the event of a cybersecurity incident such as a ransomware attack, data breach, or phishing 
campaign, the Shire will endeavour to activate a dedicated Cybersecurity Incident Response 
Plan. This includes: 

• Immediate isolation of affected systems. 

• Notification of the ICT service provider (XL2) and relevant authorities. 

• Communication with stakeholders and affected individuals. 

• Forensic investigation and evidence preservation. 

• Restoration of systems from secure backups. 

• Post-incident review and security hardening. The plan will be reviewed annually and 
tested through simulations to ensure readiness. 
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• Communications Lead: Prepare updates for 
stakeholders, including any planned announcements 
or advisories. 

2.  Situation Overview 

• Assessment Team: Provide detailed reports on 
affected areas, including photographs or other 
relevant documentation. 

• Executive Manager (managing the Incident): 
Present new developments or intelligence about the 
incident. 

3.  Current Actions and Progress 

• Operations Lead: Summarise ongoing response 
efforts and identify completed tasks. 

• Recovery Team Leads: Report progress on specific 
recovery activities assigned in the previous meeting. 

4.  Issues and Challenges 

• Team Leads: Identify resource gaps or operational 
barriers encountered during recovery efforts. 

• Chairperson: Facilitate discussion on solutions and 
strategies to address challenges. 

5.  Strategic Planning and Next Steps 

• Planning Team: Draft and present updated 
objectives for immediate recovery actions. 

• Chairperson: Assign specific tasks to individuals or 
teams with clear deadlines. 

• Logistics Officer: Confirm availability of required 
resources and identify procurement steps if needed. 

6.  Stakeholder and Community Updates 

• Communications Lead: Distribute current status 
updates to stakeholders and draft key messages for 
public dissemination. 

• Community Liaison Officer: Gather community 
feedback or concerns and share insights with the 
group. 
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22. Prioritise the restoration of critical business functions and 
services to resume operations quickly. 

Once the immediate crisis is under control, the Shire shifts its focus to 
restoring essential services as quickly and efficiently as possible. The goal is 
to ensure that vital infrastructure, technology systems, and community support 
services are back up and running while strengthening long-term resilience. 

Step-by-Step Recovery Process 

1. Restoring Critical Services 

Infrastructure repairs, IT recovery, and essential service availability are 
top priorities. Roads, communication systems, and key utilities must be 
restored swiftly to minimise disruptions to residents and businesses. 

2. Reviewing the Response 

A detailed post-incident evaluation helps identify what worked well and 
what needs improvement. By assessing reports on how the crisis was 
handled, the Shire can refine its strategies for future disruptions. 

3. Updating Business Continuity Plans 

Lessons learned from the emergency guide updates to continuity 
procedures. Policies are revised to strengthen preparedness, ensuring 
that response efforts become even more effective over time. 

4. Providing Community Support 

Recovery isn't just about infrastructure—it's about people. Residents 
receive assistance through relief programs, clear communication, and 
access to emergency services. Keeping the community informed and 
supported is a critical part of the recovery process. 

Focus Areas in Recovery 

• IT System Restoration: Recovering servers, restoring lost data, and 
reconfiguring networks are essential for resuming business operations. 

• Records Recovery: Backups are accessed to restore critical 
documents, ensuring that important information remains intact. 

• Facility Repairs: Damaged buildings are repaired or, if necessary, 
operations are relocated to temporary spaces. 

Critical Operations at the Depot 

The depot plays a major role in recovery efforts, focusing on maintenance 
and repair of infrastructure such as roads and bridges. It also manages 
essential equipment and vehicles, coordinates emergency response efforts, 
and ensures waste disposal services continue without disruption. 
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By prioritising these recovery steps, the Shire guarantees a swift return to 
normal operations while reinforcing its ability to handle future challenges 
effectively. 

23. Reallocate resources as needed to support recovery efforts 
and address any gaps. 

During a disruption, the ability to quickly reallocate resources is essential to 
maintaining an efficient recovery process. The Shire prioritises flexibility, 
ensuring that personnel, funding, equipment, and services are redirected 
where they are needed most. By assessing emerging challenges and 
identifying gaps, the Shire can adjust strategies to optimise support and 
ensure that essential operations continue without unnecessary delays. 

Strategic Resource Allocation 

As recovery efforts progress, certain areas may require additional attention, 
while others may need less support than initially expected. The Shire 
continuously evaluates resource distribution and makes adjustments 
accordingly. This could involve shifting staff from routine operations to 
emergency response roles, redirecting budget allocations to critical 
infrastructure repairs, or deploying additional equipment to areas with the most 
severe damage. 

Addressing Gaps in Recovery Efforts 

Unforeseen challenges often arise during a crisis, and the Shire is prepared 
to address any gaps as they appear. If certain services face delays or 
shortages, alternative solutions are explored, such as temporary staffing, 
backup supply chains, or partnerships with external agencies for additional 
support. Clear communication with stakeholders ensures that adjustments are 
made efficiently while keeping the community informed of any changes. 

By maintaining a responsive and adaptive approach, the Shire ensures that 
recovery efforts remain effective, resources are used efficiently, and 
disruptions are minimised. This proactive strategy strengthens resilience and 
enhances overall preparedness for future emergencies. 

 

. 
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• Primary Stakeholders: Directly affected, high interest and influence (e.g., employees, customers, investors). 

• Secondary Stakeholders: Indirectly affected, moderate interest and influence (e.g., community groups, media, government agencies). 

• Tertiary Stakeholders: Minimally affected, low interest and influence (e.g., general public, academic institutions, NGOs). 

Understanding the different levels of stakeholders helps organisations prioritise their engagement and communication strategies to address the needs and concerns of 
each group effectively. 
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25. Recovery Actions 

Progress updates are vital for maintaining transparency and trust during 
Recovery Actions 

Keeping everyone informed during the recovery process is crucial to 
maintaining trust and transparency. Regular updates help the community 
understand what’s happening and what to expect. These updates will focus 
on several key areas. 

Current Recovery Efforts 

One of the most important things is letting people know what services have 
already been restored. This could mean getting power back, fixing IT systems, 
or reopening certain parts of affected facilities. There will also be updates on 
ongoing work, such as repairs to damaged infrastructure or efforts to restore 
supply chains that were disrupted. 

Expected Timelines 

Recovery takes time, so it’s important to provide estimated completion dates 
for different milestones. If unexpected challenges arise, timelines may need 
adjustments, and the public will be informed about these changes. 

Impact on Services 

Disruptions often mean that regular services won’t be fully operational right 
away. Limited hours, restricted access, or temporary closures might affect the 
community. Where possible, alternative solutions—such as temporary service 
locations or modified operations—will be provided to reduce inconvenience. 

Safety Measures 

Ensuring the safety of everyone involved is a top priority. The public will be 
reassured that inspections, staff training, and other protocols are in place to 
make recovery efforts as secure as possible. 

Community Support 

People affected by the incident may need additional support. Emergency 
hotlines, temporary shelters, and other resources will be available to assist 
those impacted. Recovery efforts aren’t just about rebuilding infrastructure—
they’re also about helping individuals get back on their feet. 

By keeping the public informed with clear and consistent updates, recovery 
efforts can be smoother, more effective, and focused on restoring normalcy 
as quickly as possible. 
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26. Perform a detailed post-incident review to identify lessons 
learned and areas for improvement 

Once the immediate crisis is under control, the next priority is getting 
everything back to normal while figuring out what worked well and what could 
be improved for the future. A detailed review of the response efforts helps 
ensure that any mistakes aren’t repeated and that recovery plans become 
stronger. 

Restoring Infrastructure and IT Systems 

Before anything else, damaged infrastructure and IT systems need to be 
repaired to bring operations back online. Stability is key, so ensuring that 
affected areas are properly restored helps prevent ongoing disruptions. 

Reviewing What Happened 

A close look at incident reports is essential. By analysing how the response 
unfolded, the Shire can identify gaps, inefficiencies, or areas that need 
improvement. This helps ensure that next time, recovery efforts will be faster 
and more effective. 

Updating Business Continuity Plans 

Every crisis teaches valuable lessons. The Shire will adjust policies and 
strategies based on these experiences, strengthening the overall emergency 
response and ensuring better preparedness for future disruptions. 

Helping the Community and Staff Recover 

Recovery isn’t just about fixing buildings—it’s also about supporting people. 
The Shire will provide assistance programs, mental health resources, and 
updates on available services to help staff and the community get back on 
track. 

Ongoing Improvements 

The process doesn’t end once things seem back to normal. The Shire 
continually assesses business continuity strategies, refines risk management 
efforts, and updates contingency plans every year to make sure future 
responses are as effective as possible. 

By carefully reviewing every step of the response, the Shire can build a 
stronger, more resilient recovery plan that ensures better preparedness for 
whatever challenges may come next. 
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27. Update and refine business continuity and disaster recovery 
plans based on insights gained from the incident. 

After an incident, it's crucial to review what worked and what could be 
improved in the business continuity and disaster recovery plans. By analysing 
response efforts, identifying challenges, and recognizing successes, the Shire 
can refine its strategies to enhance future preparedness. Adjustments might 
include strengthening communication protocols, improving resource 
allocation, or updating recovery timelines based on real-world experience. 
These insights help create a more resilient and efficient plan, ensuring that 
any future disruptions are managed even more effectively. Regular reviews 
and updates keep the strategy relevant, adaptable, and ready for any 
unexpected events. 

28. Associated documents. 

[1] Risk Management Framework - Shire of Toodyay 
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Appendix A – Communications Guidelines 

• This is what we know 

………………..………………………………. 

………………..………………………………. 

………….…………………………………….. 

………………………………………………… 

• This is what we do not know 

………………..………………………………. 

………………..………………………………. 

………….…………………………………….. 

………………………………………………… 

• This is what we are doing 

………………..………………………………. 

………………..………………………………. 

………….…………………………………….. 

………………………………………………… 

• This is what we want you to 
do 

………………..………………………………. 

………………..………………………………. 

………….…………………………………….. 

………………………………………………… 

 

  









 

Shire of Toodyay Business Continuity Plan  Page 126 of 126 

Appendix D – Emergency Response 
and Continuity Plan Activation 
Procedures 

 

 

Assess

• Business Continuity Objectives

• Recovery Time Objective 1 Day

• Recovery Time Objective 3 Days

• Recovery Time Objective 5 Days

• Recovery Time Objective 10 Days

• Recovery Time Objective 20 Days

• Recurring Activities / Events

React

• Specific-Scenario Checklists

• Loss of (or Access to) Buildings / Infrastructure / Equipment

• Loss of IT or Communications

• Loss of Data / Records / Information

• Loss of People

• Loss of Supplier

Manage

• Building evacuation if necessary

• Contact Emergency Services (000)

• Contact the CEO - who will issue a Disaster Declaration

Recover

• Activate meetings with the Crisis Management Team who will 
address the following:

• Plan for Relocation of staff and business processes

• Restoration of the IT Network and Critical business functions

• Contact external contacts as necessary

• Schedule Team Meetings and Staff Briefings

• Damage Assessment




