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Hon Hannah Beazley MLA Administration Centre
Minister for Local Government 15 Fiennes Street
7t Floor Dumas House PO Box 96
2 Havelock Street TOODYAY WA 6566

WEST PERTH WA 6005
T (08) 9574 9300

E records@toodyay.wa.gov.au
W www.toodyay.wa.gov.au

Via email: Hannah.Beazley@mp.wa.gov.au

Dear Minister Beazley
Significant Finding from 2023/24 Financial Management Report

The Shire of Toodyay has completed its 2023/24 audit with the Financial Management
Report identifying 9 significant items. In accordance with the requirements of the Local
Government Act 1995, you are being advised of these matters and the actions taken

to correct.
Significant Audit Findings
1. Bank reconciliations

2021 Finding

Bank reconciliations are a key aspect of internal controls over cash resources.
They are an essential control in managing the accuracy and completeness of
the accounting records and financial statements.

During the audit, the predecessor auditor noted bank reconciliations appear to
have been prepared outside the two systems, using Excel spreadsheets, to
reconcile between the actual bank statements and the legacy system account
balances. No bank reconciliations were performed between the actual bank
statements and the new system. No reconciliations were performed between
the general ledgers of the two systems. The new system was used to prepare
the financial report for the year.

There is an unreconciled difference of $62,816 between the two systems and
the closing balance from the bank statements of the Municipal account as of

30 June 2021.

2022 Finding

Due to a lack of information, the predecessor auditor has not been able to
determine if the prior year finding has been satisfactorily resolved.

Management have indicated that there have been no bank reconciliations
performed for the financial year of 2022.
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2023 Finding

During the audit performed by the predecessor auditor, the following matters
were noted:

. Bank reconciliations were performed by the Shire at 30 June 2021,
30 June 2022 and 30 June 2023 in 2023.

. The 30 June 2023 bank reconciliation contains a long outstanding
amount of $3,885 dating back to 2021.

. The bank reconciliations at 30 June 2021, 30 June 2022 and 30 June

2023 were not signed by the preparers and there was no signature
by the reviewers to evidence the review.

2024 Finding

During the audit, it was noted that the Shire did not perform bank
reconciliations during the year, which represents a significant weakness in
internal controls over the accuracy of cash balances. As a result of this
absence, a significant discrepancy was identified between the bank balances
recorded in the Shire’s books and those confirmed directly by the banks.

Specifically, the bank confirmation showed a balance of $6,350,450.17, while
the balance recorded in the Shire’s books was $5,690,615, a difference of
$659,835.17. Despite the discrepancy being raised with management, no
adequate explanation was provided, nor was a reconciliation made available
to justify this variance.

_Rating: Significant

Implication

Bank reconciliations are a fundamental internal control in accounting to
ensure that there are no transactions that have been misstated. The
timely preparation and review of bank reconciliations ensures that any
misstatements are detected as soon as possible.

Long-outstanding reconciling items that have passed their expiry dates are
reflected in the bank reconciliations, despite having no possibility of being
honoured. This practice affects the accuracy of the reported bank balance.
The review of bank reconciliations is a key control, and if not performed
adequately, it may result in errors or omissions in the accounting records
going undetected.

This limitation in audit evidence contributed to the inability to conclude on
the completeness and accuracy of the recorded cash balances, which
ultimately led to a disclaimer of opinion in our audit report.

Recommendation

We recommend that bank reconciliations are prepared and reviewed
monthly and are signed and dated by the preparer and reviewer to
evidence that they are being performed and reviewed in a timely manner.

We further recommend that the identification of long outstanding
transactions for follow up be prioritized as part of the review of monthly
bank reconciliations.
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Management comment

Training has commenced on how to process bank transactions. As at
31 March 2025, all transactions have been processed excluding Shire credit
card payments (creditors) for February 2025 & March 2025.

The goal is to have bank transactions processed daily & a bank
reconciliation completed on a minimum weekly basis signed off by the

preparer & reviewer.

Responsible person: Executive Manager Finance & Corporate Services
Completion date: Initial date: transactions for FY25 completed by 31 July 2025.
Daily, weekly & EOM — 30 September 2025

Asset register integrity issues affecting depreciation reporting

Finding

During the audit of Property, Plant and Equipment (PPE), a depreciation
calculation to support the expense and accumulated depreciation authorized

for the year ended 30 June 2024 was not made available. In addition, the fixed
asset register contained data integrity issues that limited the ability to verify

depreciation, including:

. 02 assets, with a total carrying amount of $5,640,700, did not have
acquisition dates recorded; and

. 102 assets, totalling $5,459,700, were recorded with a useful life of
ZEero years.

Rating: Significant

Implication

The absence of a reliable depreciation calculation and incomplete asset data
increase the risk of material misstatement in the depreciation expense and
accumulated depreciation reported in the financial statements. These
deficiencies also limit management’s ability to monitor and manage asset
authorized and may result in non-compliance with Australian Accounting

Standards.

Recommendation

Management should update the fixed asset register to ensure all assets
contain complete and accurate information, including acquisition dates and
useful lives. A documented and supportable depreciation methodology should
be applied consistently, and the depreciation expense should be reviewed

annually as part of the financial reporting process.

Management comment

Shire staff & Datascape are working closely together to ensure that the fixed
asset register (FAR) is current, accurate & up to date. Part of this process is
the consolidation of multiple assets, predominantly roads, combined to create
the one asset for the purposes of financial reporting.

Part of the review includes depreciation rates, FAR set up, cross referencing
with Plant Register & Insurance Schedule.
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Once this work is completed, monthly reconciliation of the FAR will occur with
a reviewer signing off.

Responsible person: Executive Manager Finance & Corporate Services

Completion date: Initial date: transactions for FY25 completed by 31 July 2025.

EOM processing, review & sign off to be in place upon sign off of Shire of Toodyay

FY25 Annual Financials.

Rating:

Deficiencies in Infrastructure asset depreciation and record
reconciliation

Finding

During the audit of infrastructure assets for the year ended 30 June 2024, it
was noted that the Shire did not provide a reasonable depreciation calculation
for these assets. The absence of the required non-financial information,
specifically the useful life estimates for infrastructure assets, prevented the
audit team from recalculating depreciation reliably. Additionally, discrepancies
were identified between the reported values in the financial statements and
the fixed asset register. The recorded value of infrastructure assets in the
financial statements was $221,690,028, while the fixed asset register reflected
$223,172,882, resulting in a variance of $1,482,854. The majority of this
discrepancy, $1,407,473, related to assets in the Roads category.

Significant
Implication

The inability to obtain appropriate documentation to support the depreciation
calculations, along with the lack of reliable useful life data for infrastructure
assets, prevents the verification of the accuracy of the depreciation expense
and accumulated depreciation reported in the financial statements. The
discrepancies between the fixed asset register and the financial statements
suggest a potential issue with the completeness and accuracy of the recorded
infrastructure asset balances.

Recommendation

We recommend that management implement a process to ensure that
depreciation calculations for infrastructure assets are based on reliable and
consistent useful life estimates. Additionally, a detailed reconciliation between
the fixed asset registers and the financial statements should be performed and
reviewed regularly to ensure that the recorded values of infrastructure assets,
particularly in categories like Roads, align with the reported figures in the
financial statements.

Management comment

This work will occur as part of the above response to 2. Asset Register Integrity Issues.

Responsible person: Executive Manager Finance & Corporate Services

Completion date: Initial date: transactions for FY25 completed by 31 July 2025.
EOM processing, review & sign off to be in place upon sign off of Shire of Toodyay

FY25 Annual Financials.
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Purchasing policy not adhered to

2021 Finding

The predecessor auditor tested a sample of 60 purchases and noted the
following:

. In nine instances, a purchase order was dated after the date of
invoice.

. In two instances, the minimum number of quotes were not obtained.

. In one instance the PO had not been authorised as per delegation of
authority.

. In one instance the invoice has not been approved as per delegation
of authority.

. In one instance a payment was made without an invoice from the
supplier.

2022 Finding

Due to a lack of information, the predecessor auditor has not been able to
determine if the prior year finding has been satisfactorily resolved.

2023 Finding
Th predecessor auditor tested a sample of 80 purchases and noted that:

. In 21 instances, a purchase order was dated after the date of the
invoice.

o In four instances, the minimum number of quotes were not obtained.

o In one instance the PO had not been authorised as per delegation of
authority.

. In one instance the contract in place in respect of a recurring expense

was unable to be provided.

They note however that there were no issues regarding the controls around
the approval of invoices, the approval of batch payments or the release of

payments.

2024 Finding

For the 2024 audit, the audit team encountered limitations in obtaining
sufficient appropriate audit evidence to assess the accuracy, completeness,
and classification of trade and other payables. Specifically, the Shire was
unable to provide critical documentation required to verify the recorded
liabilities, including reconciliations for bonds, deposits, employee salaries, and
credit balances, as well as evidence to confirm the completeness of trade

payables.

Due to these limitations in obtaining necessary documentation, the audit team
was unable to test the payables adequately, including any potential resolution
of the control weaknesses identified in prior years. As a result, the audit team
could not determine whether the issues raised by the predecessor auditor had
been resolved. The inability to obtain sufficient audit evidence in relation to
trade and other payables ultimately contributed to a disclaimer of opinion on
the financial statements for the year ended 30 June 2024.
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Rati_ng: Significant

Implication

The Shire has not adhered to the purchasing policy and as a result may
commit to expenditure which has not been appropriately authorized by
management, in line with the budget or represent valid business-related
expenditure of the Shire. This may potentially result in financial

loss to the Shire.
Recommendation

We recommend that management ensure that purchase orders are obtained
prior to the purchase of goods and services for all payments as required by
the purchasing policy.

We further recommend that management ensure that all staff who are required
to make purchases are aware of the Shire’s purchasing policy and that the
correct number of quotes is sought for purchases in advance of purchases
being committed to.

We also recommend that the Shire introduces controls to ensure that the
delegation of authority is adhered to.

Finally, we recommend that the Shire ensures that copies of
contracts/invoices are retained on file for inspection for all shire purchases.

Management comment

The following controls have been set in place with additional controls to occur
based on outcomes of monitored changes:

All credit card purchases MUST have a PO;

All historical POs are being reviewed & will be closed ‘on-bulk’ once
completed.

Responsible person: Executive Manager Finance & Corporate Services

Completion date:  New process implemented April 2025. Monitoring the
outcome/s

will determine if any further controls are required.

5. Rates reconciliation
Finding
During the review of the process for accounting for assessment rates charged
to ratepayers, the predecessor auditor identified the absence of monthly
reconciliations between property values determined under the Valuation of
Land Act 1978 (as provided by Landgate) and those recorded in the Shire’s
Datascape rates system. The predecessor auditor also noted that a rates

reconciliation was prepared at 30 June 2023, and no issues were observed in
that regard.
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As part of the 2024 audit, it was found that the practice of performing monthly
reconciliations of property values continues to be absent. While the Shire did

prepare a reconciliation at

30 June 2024, no monthly reconciliations have been provided or performed
throughout the year, consistent with the predecessor auditor's finding in
previous years.

The issue identified in previous years remains unresolved. Although the Shire

prepares an annual reconciliation at 30 June each year, the absence of
monthly reconciliations continues to be a concern.

Rating: Significant

Implication

Rateable property values throughout the year may not represent the value of
property values as provided by Landgate and determined under the Valuation
of Land Act 1978 at 1 July each year as required by the Local Government
Act 1995 section 6.28.

Recommendation

We recommend that a reconciliation of property values as provided by
Landgate (determined under the Valuation of Land Act 1978), and values
recorded in the Shire’s Datascape rates system is performed on a monthly
basis and is reviewed by management who is independent of the preparer.

Management comment

A reconciliation of rates now occurs every month. The process does require
oversight & sign off by a reviewer.

Responsible person: Executive Manager Finance & Corporate Services

Completion date:  EOM process underway.
Oversight & review to occur effective April 2025.

Supplier Masterfile Controls

Finding

During the 2023 audit, the predecessor auditor noted that Supplier Masterfile
Amendment Forms were used to document and authorise changes to the

supplier database.

From a sample of 10 Supplier Masterfile Amendments Forms reviewed, they
noted the following:

. 10 instances where there is no evidence of review by a senior
employee of the Shire.
. Two instances where there was no evidence of ABN checks being

performed in respect of new suppliers.
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. One instance where the ABN details on the supplier form and
invoices did not agree with the Datascape accounting system
supplier database.

2024 Finding

We were unable to obtain sufficient documentation to confirm whether the
controls over supplier Masterfile amendments were operating effectively
during the year ended 30 June 2024.

As a result, we consider this a current year finding, and we were unable to
determine whether the prior year issue has been addressed.

Rating: Significant

Implication

Without a documented review of changes to the Supplier Masterfile by a senior
person there is an increased risk of unauthorised or inaccurate supplier
information being processed to the supplier module giving rise to the risk of
payments not being made to the appropriate supplier.

Without sufficient background checks of new suppliers such as bank and ABN
checks, there is a risk of inaccurate supplier information being processed to
the supplier modules giving rise to the risk of payments not being made to the
appropriate supplier.

Recommendation

We recommend that Supplier Masterfile Amendments Forms are reviewed on
a regular basis and manually or digitally signed by a senior employee of the
Shire as evidence of review.

We further recommend that that evidence of an ABN verification and banking
details check is recorded on the Supplier Masterfile Amendments Forms and
relevant supporting documentation is attached.

Management comment

Supplier Masterfile New &/or Amendments Forms have been redone as per
below. Once the Supplier details are added or amended, no further
transactions occur until the changes are marked as being ‘Reviewed’. The
reviewing of these forms also includes ensuring that the required supporting
documentation e.g.: bank statements; ABN lookup etc are attached to the
Supplier Masterfile.

Office Use
Entered By Reviewed By
Officer Name: Officer Name:
Signature: Signature:
Date entered: Date entered:
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Responsible person: Executive Manager Finance & Corpofate Services

Completion date: In place. Regular monitoring & training required

7.

IT Governance

Finding

During the testing of IT controls, the predecessor auditor noted the following:
Absence of IT-related policies and procedures

The Shire lacks comprehensive IT related policies and procedures, indicating
a potential gap in governance and regulatory compliance. Although there
exists an ICT Use Policy, important information such as adoption and review
dates are absent, which raises concerns about its relevance and

effectiveness.
No current IT Strategic Plan

The absence of a current IT Strategic Plan suggests a deficiency in long-term
vision and direction for the Shire's IT initiatives. While a previous ICT 2018-19
plan existed, the absence of an updated version may result in misalignment
with Shire goals and technological advancements.

Missing IT Asset Management Plan

The Shire does not have an IT Asset Management Plan in place, indicating a
lack of structured processes for the acquisition, deployment, maintenance,
and disposal of IT assets. This oversight can lead to inefficiencies, increased

costs, and potential security risks.
Absence of asset classification based on sensitivity

The Shire lacks a system for classifying IT assets based on their sensitivity to
the project or Shire. This omission can result in inadequate protection of
sensitive information, potentially exposing the Shire to security breaches and

compliance violations.

2024 Finding

We were unable to obtain sufficient evidence to determine whether the prior
year's IT governance deficiencies have been appropriately addressed.

The lack of updated policies, plans, and asset classification systems indicates
ongoing issues in governance, regulatory compliance, and security risk
management.

As a result, we consider this an unresolved finding from the prior year that
persists in 2024

Rating: Significant

Implication

The Shire might face significant risks stemming from the absence of IT related
policies and procedures. Without clear guidelines in place, the Shire may
struggle to comply with relevant laws, regulations, and industry standards,
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potentially leading to legal consequences, financial penalties, and reputational
damage.

The lack of a current IT Strategic Plan hampers the Shire's ability to align IT
initiatives with business objectives and allocate resources effectively, which
could result in redundant investments, missed opportunities, and decreased
competitiveness.

The absence of an IT Asset Management Plan and asset classification
framework can lead to operational inefficiencies and security vulnerabilities
which increases the risk of data breaches, loss of intellectual property, and
reputational harm, underscoring the urgent need for comprehensive 1T
governance measures to mitigate these risks and safeguard the Shire's
interests.

Recommendation

To strengthen IT governance, we recommend the Shire review and update IT
policies and procedures, ensuring clarity and adherence to industry standards.
Clear adoption and review dates are to be established to foster ongoing
improvement and accountability.

Additionally, we recommend developing an IT Strategic Plan aligned with
business objectives, engaging stakeholders for support and regularly updating
it to reflect evolving priorities.

The implementation of an IT Asset Management Plan will assist to manage
asset lifecycles effectively, with defined processes for tracking, inventory
management, and data destruction. Asset classification based on sensitivity
will prioritise protection measures, with regular reviews to adapt to changing
needs and risks.

Management comment

The shire has conducted an IT Audit in April 2025 and has prepared a draft IT
Strategic Plan which will be presented to the Audit and Risk Committee in
June 2025. Following the results of the IT Audit, adoption of the IT Strategic
Plan, associated policies and procedures will be prepared for Council
adoption.

Responsible person: Executive Manager Finance & Corporate Services

Completion date: 30 June 2026

Security weakness in active directory/workstation
Finding
The computer audit report and computer worksheet report of 3 March 2023

show significant security weaknesses in the organisation's active directory
configuration.

A substantial number of computers are not included in the Domain Group,
indicating a lack of proper management and oversight in the network
infrastructure.
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Additionally, the computer patch update dates are incorrectly recorded. For
example, the TSC- CRO03 patch update date is registered as 1 January 0001,
which is an invalid entry. This suggests a failure in the system'’s ability to
properly track and update patch installation dates, indicating a gap in control
and oversight over patch management processes.

2024 Finding

We were unable to obtain sufficient evidence to determine whether the prior
year's finding regarding the active directory configuration and patch
management has been appropriately addressed.

The issues identified in the prior year, such as computers not being included
in the Domain Group and the incorrect recording of patch update dates (e.g.,
TSC-CRO03 patch update date recorded as 1 January 0001), suggest a failure
in the system’s ability to properly track and update patch installation dates,
indicating a gap in control and oversight over patch management processes.

As a result, we consider this an unresolved finding from the prior year that
persists in 2024.

Rating: Significant

Implication

The exclusion of computers from the Domain Group can lead to unauthorised
access, compromise of sensitive data, and increased exposure to external
threats.

Inaccurate patch update dates indicate a failure to maintain an effective
security posture, leaving the network susceptible to known vulnerabilities and
exploits. Such weaknesses could result in data breaches, system outages,
and reputational damage to the organization.

Recommendation

We recommend that management conduct a review of the active directory
structure to ensure all computers are properly included in the Domain Group
and implement access controls to prevent unauthorised entry.

We further recommend that management rectify the inaccuracies in patch
update dates by establishing a systematic approach to patch management.

Management comment

This has been identified in the IT Audit and measures will be put into place to
ensure these issues are addressed as a matter of urgency.

Responsible person: Executive Manager Finance & Corporate Services
Completion date: 31 December 2025

Outdated Business Continuity Plan / Disaster Recovery Plan

Finding

Upon review of the Shire's Business Continuity Plan (“BCP”) and Disaster
Recovery Plan (“DRP”) documentation, it was noted that no date indicating

the document's development or revision was present. Furthermore, upon
examination of contact details, it appeared that the document had not
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undergone any recent revisions. Additionally, while backup testing had been
conducted, there was a lack of evidence to suggest that testing of the BCP
and DRP had taken place.

2024 Finding

For the 2024 audit, we were advised that the Shire commenced a review of
the BCP and DRP during 2023; however, the process was not finalised. The
version provided to the audit team was a draft that had not been formally
approved or issued and therefore cannot be considered an official version of
the Shire’s BCP and DRP.

Rating: Moderate (Index of Findings Significant)

10.

Implication

The absence of documented revision dates raises concerns regarding the
currency and relevance of the BCP and DRP. Without clear indications of
when the plans were last updated, there is uncertainty regarding the alignment
of these documents with current organisational processes, technologies, and
risks.

Furthermore, the lack of testing of the BCP and DRP presents significant
vulnerabilities. Testing is essential for validating the effectiveness of the plans
and identifying any gaps or deficiencies in preparedness.

Recommendation

We recommend documenting the development and revision dates of the BCP
and DRP, ensuring clarity regarding their currency, and facilitating regular
reviews and updates.

Thorough testing of the BCP and DRP should be conducted to assess their
effectiveness in real-world scenarios, identifying weaknesses and areas for
improvement. Implementing a schedule for regular review and testing,
involving all relevant stakeholders, will help maintain the plans’ relevance and
effectiveness over time.

Management comment

The Shire’s Business Continuity and Disaster Recovery Plan was adopted by
Council on 26 June 2025 (Council Resolution No. OCM116/06/25).

Responsible person: Mr Aaron Bowman, Chief Executive Officer
Completion date:  June 2025
Action Taken by the Shire of Toodyay

The Shire of Toodyay notes that many of these items have been reported as
significant items in previous years audits (some dating back to 2021) and
reported to Council through the management letters, however our records
show that these items have not followed the requirements section 7.12A of the
Local Government Act (1995) as amended and this is the first report since
2020 to the minister advising what corrective actions are being taken to
address these issues.

Against each of the above items is Management Comments and these
comments are the actions that either have been taken or will be taken to
address each of the significant items that the Auditor has raised.
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It must also be noted that since the conclusion of the 2024 financial year, the
Shire has undergone a total change in management where, under the
previous CEO and audit committee these matters were allowed to continue
without being addressed and no corrective action taken to address them. The
Current CEO Management team and Audit and Risk Improvement Committee
are actively working to address these historical issues in the leadup to the final
Audit in November 2025.

Of the significant issues raised, 3 items would have had a potential impact on
the audit opinion and these were Bank Reconciliations, Asset Register
Integrity Issues affecting depreciation reporting and Deficiencies in
Infrastructure asset depreciation and record reconciliation. The Bank
Reconciliations item has been outstanding since 2021.

The Shire is working towards addressing these and all the issues by either
completing the actions required, preparing the necessary registers and by
Council adopting the appropriate policies. These will be completed by the
timeframes specified in the completion dates detailed against each action.

A copy of the Management Report and the Audit Committee Minutes
considering this matter are attached.

If you have any queries in relation to the above, please contact me at
ceo@toodyay.wa.gov.au

Yours sincerely

yr/a

Aaron Bowman JP
Chief Executive Officer
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